DEPARTMENT OF THE NAVY
NAVY RECRUITING DISTRICT RICHMOND
411 EAST FRANKLIN STREET
SUITE 101
RICHMOND, VA 23219-2243

NAVCRUITDISTRICHINST 3300.1
Code 00
12 Dec 12

NAVCRUITDIST RICHMOND INSTRUCTION 3300.1

From: Commanding Officer, Navy Recruiting District Richmond
Subj: ANTI-TERRORISM/FORCE PROTECTION PLAN

Ref: (a) DODI 2000.16

(b) SECNAVINST 3300.2

(c) OPNAVINST 3100.6J, Special Incident Reporting
Procedures

(d) OPNAVINST 3300.53

(e) Anti-terrorism/Force Protection for Naval Operations
Commander’s Guide

(f) COMNAVCRUITCOMINST 3300.1A

Encl: (1) Threat Response Matrix for CDO’s/District Leadership
(2) Incident Reporting
(3) Facility Emergency Contact Information
(4) FPCON Action Sets
(5) Evacuation Procedures and Continuity of Operations
(6) Shelter in Place
(7) Vehicle Search Techniques and Procedures
(8) Security Checks
(9) Bomb Threat Checklist
(10) Bomb Threat Procedures
(11) Mail Handling
(1l2) Active Shooter Response Procedures
(13) Demonstration/Protesters
(14) Chain of Command Contact Info
1. Purpose. To implement the requirements and best practices

of references (a) through (f) and provide anti-terrorism (AT)
and force protection policy and guidance for NRD Richmond.

2. Scope. This instruction applies to all NRD Richmond:
military, Department of Defense (DOD) civilians and contractors.
This AT plan complements existing DOD and Department of the Navy
({DON) directives.
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3. Background

a. The AT/FP plan is designed with the means and measures
to fulfill force protection (FPCON) and AT requirements,
safeqguard personnel and protect property throughout the NRD
Richmond area of responsibility (AOR).

b. The program includes:

(1) Safeguarding of property, resources and personnel
during normal operations, FPCON conditions and contingencies.

(2) Establishing force protection responsibilities and
fostering situational awareness for all personnel.

(3) Providing a degree of protection and deterrence
equivalent to the threat.

4. Action
a. The Commanding Officer will:

(1) Act as the overall proponent for AT/FPCON within the
NRD Richmond AOR.

(2) Manage the NRD Richmond AT program per DOD, the
Secretary of the Navy (SECNAV) and the Chief of Naval Operations
(OPNAV) policies. Ensure compliance with DOD, SECNAV, OPNAV,
CNRC and NRD Richmond AT/FPCON instructions and directives.

(3) Appoint an AT/FP Officer for the command and provide
sufficient resources, staff assistance and authority to enable
the establishment and execution of an effective AT/FP program.

b. The AT/FP Officer shall:
(1) Direct the command’s AT/FP program.

(2) Advise the Commanding Officer on all anti-terrorism
and force protection matters, identifying those areas in which
anti-terrorism measures are required.

(3) Provide technical and operaticnal support to staff
personnel on AT assessments and policy/procedure development to
include training on this instruction and enclosures (1) through
(13).
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(4) Be guided in his specific duties as delineated in
references (a) through (f) and any other applicable instructions
or directives.

(5) Attend AOR installation AT/FP working groups (as
applicable).

(6) Be responsible for the command’s Random Anti-
Terrorism Measures (RAM) Program.

(7) Ensure that all assigned military and civilian
personnel receive AT Level I Training annually as required by
higher instruction. Ensure the Command Trainer maintains a list
of training accomplished.

(8) Generate and maintain a listing of NRD Richmond’s
mission essential personnel.

(9) Establish and maintain liaison with federal
investigative agencies, local Naval Criminal Investigative
Service offices and local fire or police agencies as needed.

c. All NRD Richmond Officer Recruiting Stations, Enlisted
Recruiting Stations, NRPS Fort Lee and Headquarters will
maintain a copy of this instruction and its enclosures.

d. Personnel in leadership positions charged with the
safety of their subordinates will maintain a readily available
and accurate recall roster in their possession.

e. All Personnel (Military/Civilian) shall:

(1) Be familiar with the requirements of this
instruction.

(2) Be cognizant of surroundings and sensitive to the
presence of unauthorized personnel in NRD Richmond buildings and
spaces. Be prepared to challenge such individuals and report
their presence to your supervisor g he command AT/FP
Officer.




Threat Response Notification Matrix for CDOs/NRS LPO
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FP Condition Set X X X X X
(see enclosure (4))
Evacuate Building
(Fire, Flood, etc) X X X X X
(see Enclosure (5))
Shelter in Place X X X
(see enclosure (6))
. CO/X0O contact
Veh
(:ezcii;i:iiz ) X X x| x X X X | Region. LPO
contact LSO.
Security Checks X X X X X X X CO/X0 gontact
(see enclosure (8)) Region
Use Bomb
Bomb Threat Threat
(see enclosures X X X X X X X X Checklist.
(9}, (10)) CO/X0 contact
Region
Suspicious Mail
(see enclosure X X X X X X X X
(11))
. CDO contact
Suspicious Phone Call X X X X X X X
pieiou NRC CDO
Suspicious Person X X X X X X X
Active Shooter
(see enclosure X X X X X X X X
(12))
Protesters/
Demonstrations X X X X X X X CO/X0 gontact
(see enclosure Region
(13))

*Situation Report to be submitted if conditions warrant

Enclosure
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DEPARTMENT OF THE NAVY

TELEPHONIC THREAT COMPLAINT

IF BOMB THREAT, ASK THE CALLER

@ WHEN IS THE BOMB TO GO OFF?

® WHERE IS THE BOMB TO GO OFF?
@® WHAT KIND OF BOMB IS IT?

@® WHAT DOES THE BOMB LOOK LIKE?
©® WHERE ARE YOU CALLING FROM?

COMMAND

a. Name & Address

b. Phone No.

COMPLAINANT

a. Name

PERSON RECEIVING CALL

a. Name

b. Date & Piace of Birth

c. Command Name & Address

d. Phone Number
{Work)

{Home)

TELEPHONE CALL RECEIVED ON

a. Phone Number (Include area code}

b. Location

c. Phone number listed in ("X " all that apply/

D Unlisted D Other (List)

D Command Directory

DBase Directory D Local Directory

DETAILS OF CALL

a. Date

b. Day of Week

c. Time

CONTEXT OF CONVERSATION

a. Recipient "

b. Caller *

c. Recipient "

d. Caller "

e. Recipient "

f. Caller "

BACKGROUND NOISES (Describe street sounds, voices, music, etc. If more space needed, continue on reverse.)

INFORMATION ABOUT CALLER/VOICE CHARACTERISTICS

a. Sex b. Age

c. Race

d. Accent

e. Educational Level

f. Attitude (Calm, Nervous, Serious)

g. Other
WERE THERE ANY 10. DO YOU HAVE ANY SUSPICION AS
WITNESSES TO THE CALL? No TO THE IDENTITY OF THE CALLER? No

D Yes (List Name/

DYes {List Name)

. NOTIFICATION OF AUTHORITY ("X" all notified)

D co DXO D 0ooD

E] Security D NISRA

DTelephone Co. D EQOD DFire Dept.

OPNAYV 5527/8 (DEC 1982)

Page 1 of 2 Pages

Enclosure (9)
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