DEPARTMENT OF THE NAVY

NAVY RECRUITING DISTRICT OHIO
P.O. BOX 3990
COLUMBUS, OHIO 43218-3990

IN REPLY REFER TQ:

NAVCRUITDISTOHIQINST 3300.1C
0l

6 JUL 2012

NAVCRUITDIST OHIQ INSTRUCTION 3300.1C

Subj: ANTI-TERRORISM/FORCE PROTECTION GUIDANCE

Ref: {(a} SECNAVINST 3300.2B
{b} OPNAVINST 5530.14E
{(c} ANTITERRORISM/FORCE PROTECTION For Naval Operations
Commander’s Guide
(d} COMNAVCRUITCOMINST 3300.1Aa

Encl: (1) Threat Response Matrix for CDO'’'s/NRS LPO-
LCPO's/DLCPO ' s/Division Officer’'s

(2) Incident Reporting

(3) Facility Emergency Contact Information

(4) FPCON Action Sets .

(5) Evacuation Procedures and Continuity of Operations

(6) Shelter in Place

{7} Vehicle Search Techniques and Procedures

{8} Security Checks

{9} Bomb Threat Checklist

(10) Bomb Threat Procedures

(11) Mail Handling

(12) Active Shooter Response Procedures

(13) Demonstration/Protesters

{14) Storage of Classified and Controlled Material ({(Test
Materials) and Privacy Act Information

{15} Key Security and Safe Combinations

{16) Physical Security of Office Spaces and Office
Equipment

1. Purpose. To implement references (a) through (d) and provide
policy, procedures, and guidance for Navy Recruiting District,
Ohio to report personnel and facility status, mission capability,
and force protection posture in the event of changes in Force
Protection Condition (FPCON) levels, and as events warrant. Algo
to physically safeguard Navy property and material at Navy
Recruiting District (NRD} Ohio as required in reference (b).

2. Cancellation. NAVCRUITDISTQHIQINST 3300.1B.
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3. Objectives

a. Ensure the safety and security of all Navy Recruiting
personnel by providing guidance and reporting procedures/
instructions for FPCON Level changes and checklistg for
incidents which may occur for Headquarters and Navy Recruiting
Stationg.

b. Reduce the loss and damage to facilities, thereby ensuring
the Navy Recruiting mission ig maintained.

4. Discussicon. The Anti-Terrorism/Force Protection (AT/FP)
program is part of an overall security program at NRD Ohio.
AT/FP addresses the safety of NRD Chio personnel and facilities.

5. Security Responsibilities. Security is the direct legal and
moral responsibility of all persons in the Naval Service and
civilians employed by the Department of Defense. Specific
responsibilities at NRD Chio are as follows:

a. The Commanding Officer. The Commanding Officer of NRD
Ohic is responsible for appointing a Security Officer for
establishing and maintaining the AT/FpP program within the
recruiting district. The Commanding Officer will provide
sufficient resources, staff assistance and authority toc the
Security Officer to implement, manage and execute an effective
program.

b. The Security Officer. The Security Officer will:

(1) Direct the command's AT/FP Program.

(2) Conduct annual physical security surveys per
reference (b), to determine the adequacy of the command's AT/FP
Program and provide recommendations for improvement to the
Commanding Officer.

(3) Establish and maintain liaison with federal
investigative agencies, local Naval Criminal Investigative
Service components, and local fire or police agencies when
needed.

(4) Be responsible for minutes and records of the command
Physical Security Review Committee.
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(5) Reguest annual threat assessment through the Defense
Supply Center, Columbusg (DSCC) Emergency Management /Anti-
terrorism Working Group.

¢. The Physical Security Review Committee (PSRC).

(1) The Commanding Officer will designate in writing a
PSRC to advise and assist in implementing the AT/FP Program set
forth in this and other directives. The committee will:

(a) Assist in determining requirements for and
evaluating security afforded to the command.

(k) Review reports of gignificant losses and breaches
of security in order to recommend improvements to the AT/FP and
Loss Prevention Program.

(c} Recommend changes to the AT/FP Program.

(2) The Physical Security Review Committee (PSRC) will
include the Executive Officer (Chairperson) and all Department
Heads.

(3) Committee members or their representatives will meet
as required, but at least semi-annually. Minutes of the meeting
will be made a matter of record and will be retained for two
years.

(4) A Loss Prevention Subcommittee (LPS) shall be
appointed by the Chairperson and meet at least semi-annually, if
required, to review and tabulate losses or action taken. Meeting
summaries will be appended to the PSRC guarterly minutes. LPS
members shall include the following:

(a) Executive Officer
(b) Security Officer
{c) Supply Officer

{d} Operations Officer

(e} Adwinistrative Officer

(f) Systems Administrator
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5. Policy

a. Navy Recruiting personnel shall follow the guidelines
pexr references (a) through (d) to the maximum extent possible
to ensure safety and security of personnel and assets in the
development of the AT/FP Plan.

b. Enclosure (1) provides Threat Response Matrix reporting
procedures for CDO's, NRS LPO-LCPO’s, DLCPO’s and Division
Officer’s in response to specific threats to NRD Ohio personnel
and stations. Enclosure (2) informs NRS personnel of the proper
reporting procedure for incidents which occur. Enclosure (3} is
the Emergency Contact Information. This should be filled out for
each NRS, kept in the turnover binder, a copy e-mailed to the
Security Officer and a copy given to the local police and fire
department. Enclosure (4} is the requirements for each FP
Condition which all NRS' are reguired to follow. Enclogure {5}
is the evacuation procedure and a continuity of operationsg plan
to protect personnel from natural or man-made threats. This
should be filled ocut for each NRS, kept in the turnover binder
and a copy e-mailed to the Security Officer. Enclosure (6) is
the Shelter in Place plan which provides guidance for an external
threat when evacuation is not available or directed. Enclosure
{7} is vehicle search techniques and procedures to protect
personnel from the threat of an Improvised Explosive Device.
Enclosure (8) is a list of considerations for security checks to
protect property from theft and vandalism. Enclosure (9) is a
bomb threat checklist to be printed and kept near each land line
telephone in the NRD Ohio AOR. Enclosure {10} congists of bomb
threat procedures to protect personnél from a possible bomb in
the vicinity of the NRS. Enclosure (11) is a procedure to
protect personnel from suspicious wmail. Enclosure (12) provides
general procedures in response to an active shooter situation.
Enclosure (13) gives guidance to respond to demonstrations and
protesters. Enclosure (14) provides guidance on the storage of
classified and controlled materials. Enclosure (15) details the
requirements for key control. Enclosure (16) lays out the
requirements and guidelines for physical security of office
spaces and eqguipment.

c. Every level of the chain of command is responsible for
ensuring awareness is emphasized through discussion and regularly
conducted training including GMT.

d. Increased and sustained situational awareness are key
elements to enhanced personnel and facility security, regardless
of location.
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e. Most of Navy Recruiting District Ohio falls under the
area of Commander, Navy Region Mid-West. Aall incidents shall be
reported to the CNRMW POC at (847)688-6621. For incidentsg in
Division 10 (wWv), Commander, Navy Region Mid-Atlantic should be
contacted at (757)322-26009.

6. Action

a. All NRD Ohioc personnel are responsible for being familiar
with the contents of this instruction.

b. All NRD Ohio Processing Stationg, Officer Recruiting
Stations and Enlisted Recruiting Stations shall maintain a copy
of this instruction. '

Upon receipt of direction to change FPCON, NRD Ohio CDO shall
follow guidance and procedures as outlined in references (a)
through (d}, except the CDO will: '

(1) Report via message or as directed to Navy Region Mid-
West or Navy Region Mid-Atlantic. Phone reports shall be made to
each of the Regional Operations Center at (847)688-6621, and or
(757)322-2609,

(2} Take appropriate action under FPCON levels ALDHA
through DELTA. Additionally, under FPCON level DELTA the CDO
will: .

(a) Repeat measures in FPCON CHARLIE.

{b) Activate the NRD Ohio Headquarters’ Phone Tree.
Only Mission Essential personnel are to report to work.

(c) Report to Headquarters by 0800 and conduct a full
inspection of exterior building and internal spaces for
suspicious activity and/or packages.

(d) Depart headquarters after working heours and
conduct end of day inspection. Contact the Executive Officer and
Senior Watch Officer prior to departing. :

b. Navy Recruiting Staticns shall follow the guidance from
the CDO from FPCON ALPHA and BRAVO when conditions are set.

¢. Under FPCON BRAVO, the Physical Security Officer shall
move objects (e.g. crates, trash containers) at least 80 feet
from the building. Under FPCON DELTA, he shall limit access
points to the main entrance to the Headquarters.
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7. Review. The Security Officer ghall review annually the
contents herein providing recommendations for additions and
deletions to the Commanding Cfficer.

8. Forms. Standard Form 701 (8-85), Activity Security
Checklist, shall be filled out daily. Standard form 701 can be
found at the following website: '
http://www.ncis.navy.mil/securitypolicy/Forms/Forms/sf?Ol.pdf

M. L. HUDSON

Distribution:

Electronic only, via
https://www.milsuite.mil/wiki/Portal:Navy_Recruiting_District_
Ohio/Command Directiveg
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FP Condition Set X X X X X
(see enclosure {4})
Evacuate Building
{Fire, Flood, etc) X X X X X
(see Enclosure {5))
Shelter in Place X x x
{see enclosure {(8))
vehicle search x x | x| x X X p'e iﬁéﬁinfonﬁiﬁf
{See enclosure (7)) : contact LS.
Security Checks CO/X0 contact
{see enclosure (8)) X X X X X X X Region
Use Bomb
Bomb Threat Threat
{see enclosures {9}, p.4 X X X X X X X Checklist.
(10})) CO/X0 contact
Region
Sugpicious Mail
(see enclosure {11)) X X X X X X X X
. CDC contact
Suspicious Phone Call X X X X X X X NRC CDO
Suspicious Person X b 4 X X X X X
Active Shooter x % % X X % X x
(see enclosure {12))
Protesters/
Demonstrations X X X X X X X CO/X0 qontact
. Region
(see enclosure {13))

*Situation Report to be submitted if

conditions warrant

Enclosure (1)
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NAVCRUITDISTOHIOINST 3300.1C
6 JUL 2012

*¥** To be posted near all land line telephones in NRD Ohio #*#**

Keep the individual on the telephone as lon

BOMB THREAT CALL CHECKLIST

answers to the following questions:

1.

2,

9.

Sex of the caller?

Did the caller appear familiar with th

When is the bomb going to explode?
Where is it now?

What does it lock like?

What kind of bomb is it?

What will cause it to explode?
Did you place the bomb?l

Why?

What is your address?

What is your name?

Age? Race?

location of the bomb?

Was the caller’s veoice:

]

g as possible and try to get the

Length of call

e office or building described as the

Calm Laughing Lisp Disguised
Angry Crying Raspy Accent
Excited Normal Deep Stutter
Slow Distinct Ragged Rapid
Slurred Nasal Loud Soft
Clearing Cracking Heavy Familiar=*
Throat Voice Breathing

*If familiar, who did it sound like?

Background sounds:

1]

Street Noigse Motor
Airport Noise Office
Voices Factory
House Noise P. A. System
Other

Threat Language:

Well Spoken

Foul Taped

Irrational

Long Distance
Local
Animal Sounds
Music

Incoherent

Encleosure (38)
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NAVCRUITDISTOHIOINST 3300.1C
6 JUL 2012

STCRAGE QF CLASSIFIED AND CONTROLLED
MATERIAL (TEST MATERIALS) AND PRIVACY
ACT INFORMATION

1. All classified materials will be stored in the Administrative
Department's safe and in no other space within the command. The
amount of classified material held by the command will be minimal
and material will only be held upon the direction of the
Commanding Officer. Classified material will be destroyed
immediately after review, unless otherwise directed by the
Commanding Cfficer. Classified study material for advancement
exams for command personnel may be stored at supporting commands
in that individual‘s assigned vicinity with a memorandum or
arrangement established between NRD Ohio and that command.

2. Department Heads, Divisional Leading Chief Petty Officers,
Leading Petty Officers/Leading Chief Petty Officers and the Test
Control Officer are responsible for ensuring testing materials
are properly secured in their respective safes.

&. Per reference (b), the storing of any NAPT testing
materials must be stored in an approved security container. When
storing any testing material engure that the safe is properly
labeled with a current completed Standard Form 700 {Security
Container Information) form Part 1 is attached to the inside of
the container. Safe open/closure log shall be maintained. an
entry is required for each day, whether the safe is opened or
not. If not opened, write “safe not opened” for that specific
date.

b. Ensure controlled material is properly stowed, handled,
inventoried and safeguarded during working hours and non-working
hours.

<. Ensure proper security checks are performed on each
security container utilizing Standard Form 702 (Security
Container Check Sheet).

3. Although not considered classified material, information
provided from applicants from pre-enlistment forms falls under
the aspects of the Privacy Act. This information must also be
protected from unofficial disclosure. Forms and files which
contain Privacy Act information will be stored in locked
containers during non-duty hours. Special care shall be taken in
the disposal of Privacy Act information to ensure that it is not
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treated as normal trash. At a minimum, forms containing Privacy
Act information will be hand-shredded before being placed in
trash containers for further disposal. Headguarters and NRPS
liaison personnel will utilize mechanical shredders to dispose of
day-to-day forms and files. Residual files will be destroyed
utilizing approved disposal centers (i.e. burning, shredding, or
chemical destruction).

2 Enclosure (14}
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KEY SECURITY AND SAFE COMBINATIONS

1. Key Control Officer. The Supply Officer will be designated
in writing by the Commanding Officer as the headquarters Key
Control Officer. Divisional Leading Chief Petty Officers are
designated Key Control Officers for their divigions.

a. Key Control Officers are directly responsible for all
security-related key control functions in their areas of
responsibility.

b. Each Key Control Officer will maintain a key control
register for their area of responsibility.

C. An annual inventory will be conducted, concurrent with
the annual equipment inventory (01 Jan - 31 Mar), of issued keys
and a record of that inventory retained permanently.

2. Key Custodians. Department Heads and Leading Petty
Officers/Leading Chief Petty Officers will serve as Key
Custodians and will be responsible to the appropriate Key Control
Officer for the keys to their assigned spaces.

a. Each custodian may have sub-custodians as operationally
necessary.

b. Each custodian will inventory keys on a monthly basis and
maintain a record of that inventory.

C. Each custodian shall maintain a key control register.

3. Headguarters Central Key Box. The Key Control Officer at
headquarters will maintain a central key box.

a. Duplicate keys and master keys will be stored in a secure
central key box.

b. Access will be controlled angd the box secured when not in
use, _

C. Additional and replacement keys will be issued by the
headquarters Key Control Officer as necessary and with the
approval of the Executive Officer.

4. Key Control. The Key Control Officers and Key Custodians
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will use NAVSUP Form 306, Controlled Equipage Custody Record, to

show keys on hand, keys issued, to whom, dates issued and
returned.

5. BSafe Combinations. Assistant Security Manager shall:

&. Provide for a schedule of safe combination changes
annually or upon PCS transfer or change of assignment.

b. Retain safe combination envelopes for all safes.

Enclosure (15)
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PHYSICAL SECURITY OF QFFICE SPACES AND OFFICE EQUIPMENT

1. Navy Recruiting District Headgquarters spaces and recruiting
- stations require access during hours by the general public. The
majority of these spaces have no restrictions except that Navy
recruiting personnel will be present at all times and in
supervision of the office spaces. However, certain areas are
restricted in access to certain personnel. These areas are the
CO's and X0's offices and supply storage rooms. Access to these
spaces will be limited to persons specifically accompanied by the

department supervisor or those with assigned duties which require
access to these spaces.

2. Physical Security Checks. The Command Duty Officer at NRD
Headquarters, Leading Petty Officer/Leading Chief Petty Officer
of each Navy Recruiting Station, and Enlisted Processing Division
Supervisor at each NRPS will conduct a security check daily
before securing. The SAMPLE Standard Form 701 (8-85), Activity
Security Checklist on page 3 of this enclosure will be used to
certify the completion of this check and will be retained for one
month and then forwarded to the Administrative Department.

3. Loss, theft or damage reporting procedures

4. During normal working hours any losses, thefts or damage
of government property shall be reported immediately to the
Logistics Support Officer through the Divisional Leading Chief
Petty QOfficers.

b. After normal working hours losses, thefts or damage shall
be reported to the Divisional Leading Chief Petty Officer who
will contact the Executive Officer. :

4, Custody of Government Property

&. Each Department Head and Leading Petty Officer/Leading
Chief Petty Officer will sign for custody of high value items on
NAVSUP Form 306. These items will be inventoried annually during
the period 15 February to 15 March or upon the relief of the
Department Head or Leading Petty Officer/Leading Chief Petty
Cfficer. The annual inventory will be initiated by the Logistics
Support Officer; however, personnel being transferred or relieved

must notify the Logistics Support Officer to ensure that custody
is transferred.
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